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Introduction  

E-Safety encompasses internet technologies and electronic communications such as mobile 
phones as well as collaboration tools and personal publishing. It highlights the need to educate 
pupils about the benefits and risks of using technology and provides safeguards and awareness 
for users to enable them to control their online experience. 

The school has a named e-safety co-ordinator, Rebecca Osuntokun. 

 

2.1  E-safety Policy 

Ø The schools’ E-safety policy will operate in conjunction with other policies including ICT, 
Bullying, and Child Protection and Safeguarding Policy.  

Ø The E-safety policy has been written by Wix School on Wandsworth Children’s services 
e- safety Policy and Government guidance from the statutory guidance for schools 
‘Keeping Children Safe in Education’ 2016. 

Ø The school recognises that the use of technology is a significant component of many 
safeguarding issues. An effective approach to online safety empowers a school or 
college to both protect and educate the whole school or college community in their use 
of technology and establishes mechanisms to identify, intervene in and escalate any 
incident where appropriate.  

Ø Online safety concerns can be broadly categorised into three areas of risk:  
o • content: being exposed to illegal, inappropriate or harmful material;  
o • contact: being subjected to harmful online interaction with other users; and  
o • conduct: personal online behaviour that increases the likelihood of, or causes, 

harm. 
Ø The E-safety policy and its implementation will be reviewed annually. 

 

2.2  Teaching and Learning  

 

2.2.1 Why Internet Use is Important. 

Ø The internet is an essential element in 21st Century life for education and social 
interaction. Wix Primary School has a duty to provide children with quality internet 
access as part of their learning experience. 

Ø Internet use is a part of the statutory curriculum and a necessary tool for staff and 
children. 
 

2.2.2  Internet use will enhance learning 

Ø Internet access will be designed expressively for pupil use and will include filtering 
appropriate to the age of the pupils.  

Ø Pupils will be taught what Internet use is acceptable and what is not and given clear 
objectives for internet use. 

Ø Pupils will be educated in the effective use of the internet in research, including the skills 



of knowledge location, retrieval and evaluation. 
 

2.2.3  Children will be taught how to evaluate internet content. 

Ø We will ensure that the use of the Internet derived materials by staff and children 
complies with copyright law. 

Ø Children should be taught to be critically aware of the materials they read and shown 
how to validate information before accepting its accuracy. 

Ø Children will be taught how to be aware of internet safety and risks involved with social 
network sites, contacting strangers, accessing or being exposed to extremist materials 
and cyber-bullying. 

2.3 Managing Internet access 

2.3.1 Information system security 

Ø ICT systems capacity and security will be reviewed regularly. 
Ø Virus protection, operating systems and applications will be updated regularly. 
Ø Security strategies will be discussed with Wandsworth Children’s Services ICT support. 

 

2.3.2  Email 

Ø Children may only use approved email accounts on the school system. 
Ø Children must immediately tell a member of staff if they receive offensive email. 
Ø Children must not reveal personal details of themselves or others in email 

communication, or arrange to meet anyone without specific permission. 
 

2.3.3.  Published content and the school website 

Ø The contact details on the Wix website are the school’s address, e-mail and telephone 
number. Staff or children’s personal information will not be published, other than 
information required by relevant guidance to be included on the school’s website.  

Ø The Executive Headteacher will take overall responsibility and ensure that content is 
accurate and appropriate. 
 

2.3.4. Publishing children’s images and work. 

Ø Children’s full names will not be used anywhere on the website or blog, particularly in 
association with photographs. 

Ø Written permission from parents or carers will be obtained before photographs of 
children are published on the school website. 
 

2.3.5 Social networking and personal publishing 

Ø Wix School will filter access to social networking sites, but may allow them for specific 
supervised activities. 

Ø Staff are aware through the Code of Conduct that they should never ‘friend’ a child on 
their Facebook or any other social networking sites. 



2.3.6. Managing Filtering including PREVENT 

Ø The school will work with the Local Authority, Department for Education and the internet 
service provider to ensure systems to protect children are reviewed. The school is 
required to ensure appropriate filters and monitoring systems are in place. Pupils should 
not be able to access harmful or inappropriate material from the school’s IT system. 
However, the school recognises that “over blocking” might lead to unreasonable 
restrictions as to what children can be taught with regards to online teaching and 
safeguarding. 
 

Ø If staff or children discover an unsuitable site, it must be reported to the e safety co-
ordinator. 

Ø Senior staff will ensure that regular checks are made to ensure that the filtering methods 
selected are appropriate, effective and reasonable.  

Ø The appropriateness of filters and monitoring systems will be informed by the risk 
assessment required by the PREVENT Duty.  

Ø Under the PREVENT Duty, the school must ensure children are safe from terrorist and 
extremist material when accessing the internet in school, including by establishing 
appropriate levels of filtering. 

Ø The governing bodies will ensure the school has appropriate filters and monitoring 
systems in place, taking into account the age range of the school’s pupils, the number of 
pupils, how often pupils access the IT system and the proportionality of costs and risks.  

2.3.7. Managing video conferencing. 

Ø Children require permission from a supervising member of staff before making or 
supervising a video conference call. 

2.3.8. Managing emerging technologies. 

Ø Emerging technologies will be examined for educational benefit and a risk assessment 
will be carried out before use is allowed. 

2.3.9 Protecting Personal Data 

Ø Personal data will be recorded, processed transferred and made available according to 
the Data Protection Act 1998. 

2.4. Policy Decisions  

2.4.1. Authorising Internet Access 

Ø All staff must read the ‘acceptable ICT use’ agreement before using any ICT resource. 

2.4.2. Assessing risks 

Ø Wix School will take all reasonable precautions to ensure that all users access only 
appropriate material. However, due to the international scale and linked nature of the 
internet content, it is not possible to guarantee that unsuitable material will never appear 
on a computer. 

Ø Neither Wix School nor Wandsworth Council can accept liability for the material 
accessed or any consequence of internet access. 



Ø Wix School will audit ICT provision to establish if the e-safety Policy is adequate and that 
its implementation and monitoring is effective. 

Ø Wix School will assess the risk of children being drawn into terrorism, including support 
for extremist ideas that are part of terrorist ideology. 

2.4.3 Handling e-safety complaints 

Ø Complaints of internet misuse will be dealt with by a senior member of staff. 
Ø Any complaint about staff misuse must be referred to the Acting Head Teacher or 

Executive Head Teacher. 
Ø Complaints of a child protection nature must be dealt with in accordance with child 

protection and safeguarding procedures (see separate Child Protection and 
Safeguarding Policy). 

Ø Children and parents will be informed of the complaints procedure. 

2.4.3 Community use of the internet. 

Ø Wix School will liaise with local organisations to establish a common approach to e-
safety. 

Ø The e-safety policy will be shared with the PTA and we expect that any PTA material, 
e.g. on Facebook, is in accordance with the policy. 

Ø Volunteers and visitors providing extra-curricular activities for children will be made 
aware of the e-safety policy and Safeguarding Code of Conduct and that internet traffic 
can be monitored and traced to the individual user and the school network. 

Ø They will be provided with access to the school network on a ‘need to’ basis and access 
will be for school use only. 

2.5. Communications Policy 

2.5.1 Introducing the e-safety Policy to children 

Ø E-safety rules will be posted in all networked rooms and discussed with children 
throughout the year. (Appendix A) 

Ø Children will be informed that network and internet use will be monitored. 

2.5.2 Staff and the e-safety Policy 

Ø All staff will be given a copy of the e-safety policy and its importance explained. 
Ø Staff are made aware that internet traffic can be monitored and traced to the individual 

user and the school network. Discretion and professional conduct is essential. 
Ø Staff are required to read the Wix Code of Conduct for Safeguarding and follow it’s 

guidance in relation to e-safety. 
Ø The Wix Code of Conduct for Safeguarding explicitly states that staff should never keep 

photographs or videos of pupils on their phone. Staff must upload all photographs onto 
the school system for school use and delete them from any other storage.  

Ø Staff are aware that they should not use school equipment for non-school activities and 
any use of school technology equipment should adhere to the e-safety policy and 
safeguarding guidance including the Wix Code of Conduct for Safeguarding . 

Ø The Wix Code of Conduct for Safeguarding states that staff should never ‘friend’ a child 
on their Facebook or yours or any other social networking sites; social media can blur 



boundaries. 

2.5.3 Enlisting Parents’ Support 

Ø Parents/ Carers will be drawn to the e-safety Policy in newsletters, brochures and 
websites and in the home-school agreement. 

Ø The e-safety policy will be shared with the PTA as in section 2.4.3. 

 

2.6  Mobile Network Policy 

Governors must use a “whole school approach” to online safety. This will include a clear policy 
on the use of mobile technology in the school.  

Many children have unlimited and unrestricted access to the internet via 3G and 4G in particular 
and the school should carefully consider how this is managed on their premises. 

  



 


